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Abstract—The Web has many types of third-party domains
and has a variety of available ad blockers. This work evaluats
ad blocking tools for their effectiveness in blocking the rérieval
of different categories of third-party content during download
of popular websites. The results of this work demonstrate tht
there is much variation in the effectiveness of current ad hibcking
tools to prevent requests to different types of third-partydomains.
Non-configurable tools such as Blur and Disconnect providerdy
modest blockage of third-party domains in most categoriesThe
tool uBlock generally demonstrates the best default configation
performance. By default, Ghostery provides no protection \kile
Adblock Plus and Adguard provide minimal protection. They
must be manually configured to obtain effective protection.

The behavior of Adblock Plus is particularly notable as usag
data indicates it has an 85% share of the ad blocking tool markt.
Other results based on network traces suggest that approxiately
80% of these Adblock Plus users employ its default configuradn.
Construction of a “composite” ad blocker reflecting current usage
of ad blockers and their configurations shows this composited
blocker provides only a modest range reduction of 13-34% inhe
set of third-party domains retrieved in each category relaive to
not employing any ad blocker.

I. INTRODUCTION

The Web has evolved so that requests for most popu
“first-party” pages by a browser result in a number of regsies
to “third-party” server domains. We found over 300 thirddya
domains (e.g. doubleclick.net) with a presence on at le¥#st
of popular Web pages and almost 100 third-party domal
with at least a 5% presence on these pages. These thirdspar
provide a variety of services such as tracking users, sgrvin
ads, performing site analytics, connecting with social imed

and providing interfaces to other services.
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on overcoming limitations on information in the Internet
Archive’s Wayback Machine. Mayer and Mitchell [19] did a
study on the effectiveness of available ad blocker tool9ih12
However, the set of available tools and their configurations
has changed. In addition, the effectiveness results did not
distinguish between different types of third-party tracke

More recently, Pujolet al. [23] examined the use of two ad
blocking tools, Adblock Plus [3] and Ghostery [12]. As part
of their work, they estimated 22% of the most active users
employed Adblock Plus. Their results show a drop in HTTP
requests to third-party servers using these tools, but iitois
clear whether all, or only some, requests to specific thadyp
servers are blocked.

Walls et al. [29] performed an extensive examination of the
Acceptable Ads program of Adblock Plus. The work looked at
the growth of this program as well as measured filter behavior
and surveyed user perception of acceptable ads.

Work in [20] characterizes the extent that users are exposed
to third parties. Earlier work by these researchers indidat
that 20% of users had installed ad blockers in 2014 [21]. The

nteractive Advertising Bureau published recent resuttsubo
[?E)cks ads and why [15].

The remainder of this paper describes how the third-party

omains examined in this work were identified along withthei

_classification into categories. We go on to track the growth

T these categories over time. The ad blocker tools and their
HIfer lists used in this study are then described followed by
evaluating the effectiveness of these tools for the differe
types of third parties. The paper concludes with a summary
of the results as well as directions for future work.

At the same time, a 2015 industry report indicates that ad

blocking had grown by 41% globally and 48% in the U.S. in

Il. THIRD-PARTY DOMAINS

the past year [22]. Given the prevalence of different types o The initial part of our work involved understanding the
third parties and ad blockers, this work seeks to understalqﬂ1ge of third-party servers employed on popular websAss

what ad blockers are (or are not) doing with these diﬁeregt

types. The work makes a number of contributions:

means to gather information on commonly used third-party
servers we employed a similar methodology as originally de-

1) measures the longitudinal use of different types of thirgeloped in [16]. That work used the Alexa website rankingds [7

parties by popular websites,

for the 100 most popular sites across different categories.

2) examines ad blockers and their filter lists for what thirqf)upncate sites were removed resumng in over a 1000 po‘pu|a

party servers are blocked and allowed, and

websites, which were then retrieved while recording theo$et

3) evaluates ad blocking tools for their effectiveness iQRLs retrieved for each page.

blocking the retrieval of different types of third-party

content during download of popular websites.
Our work is related to prior work in this area. Lernet,

In 2015, we repeated this methodology by first obtaining
the 100 most popular websites across each of 15 categories
as ranked by Alexa. The result is 1275 unique Web pages.

al. [18] reported on tracking over a 20-year period basdd December 2015, we used the Selenium IDE [14] to drive a



Mozilla Firefox browser to load each Web page while using the Using this classification, we determined the proportion of
HTTP LiveHeaders [24] add-on to record all HTTP requesthird parties with at least a 5% and 1% presence of popular
resulting in a response. The procedure was repeated with fiist-party sites in each of the six categories. Results &mhe
two sets of results combined for reporting. set of third parties is similar with roughly 40% of third-gyar

We processed the resulting data to determine the list of wdbmains classified as AdTrackers. Another 15-20% of third
servers contacted for each page. For purposes of analypisities are classified in each of the Analytics and Beacons
servers are mapped to their Internet domain with multipleategories. Widgets and Social third parties each makeasp le
servers having the same domain (e.g. ads.doubleclick.rtegn 10% of the total with Other third parties constitutimg t
stats.g.doubleclick.net) merged together. Web servetsimo remainder.
the same Internet domain as the originating page are consid-
ered to be third-party servers. All domains serving at least
one object for the page were included, but the number or ) o ]
function of objects served by a domain was not consideredWhile the breakdown of third-party domains into their
in our analysis. respective categories is interesting, data that was aiigin

As done in [17], we also determine the domain of theathered for [16] and [17] as well as data that have been
Authoritative Domain Name Server (ADNS) for each server iathered since allows us to track the presence of domains in
our dataset. In some cases the ADNS of the server indicate§1gSe third-party categories on first-party sites over aytar
being provided by another entity. For example, the ADNS fdteriod. Data on the presence of third parties were gathered
metrics.cnn.com is ns1.omtrdc.net, which is part of Onmeity@t four epochs in time for first-party sites that were popular
owned by Adobe. On lookup, the ADNS returns the DN one of Alexa’s categories at that time. The results of this
CNAME alias cnn.122.207.net. Thus metrics.cnn.com is l@ngitudinal tracking are shown in Figure 1.

IV. LONGITUDINAL TRACKING OF THIRD-PARTY
CATEGORIES

whi g i i 100 ; : :
hidden thwd-party server becaus_e _syntactlcally it istpaf AdTrackers
the cnn.com, but its “root” domain is not. We use the root /;r;glggrc]g
domain of a server in our analysis when a hidden third-party, g | Social @ ~ ]
server is detected. < widgets ...

c

We found 316 third-party domains with a presence on ag
least 1% of popular websites. Furthermore, 97 third-part)i'o
domains were found to be retrieved on at least 5% of thes§ /

60

popular sites. 40 +

irst-Party

IIl. THIRD-PARTY DOMAIN CLASSIFICATION

In the modern Web, third-party servers provide a variety of 207 |

services. We determined a set of categories and classifisé th e B
services using information on third-party services avdda o Lem™™ a ‘ ‘
from Ghostery [12], Abine [2] and TrendMicro [26]. The Oct’05 Sep 08 Apr12 Dec'15

Ghostery categorization was used for most third parties wit Time Epochs

the other sites employed as needed. More details on @gﬁiitel_songitudinal Presence of Third-Party CategorieComrently Popular
ca\t;gorlles i_noclj 2qu§|f|catt|o;s are a\_/at|lab_|e |nt[28]._ hi The results show that third-party servers classified as Ad-

e classilied third-party domains into six categones, WhiCr . o ors have grown from a presence of 34% on popular sites
are given below along with a short description and a sam

. : : , 2005 to 86% at the end of 2015. Analytics third parties
of domains with a large presence on popular first-party SiteRave grown even more dramatically from a presence of 16%

1) AdTrackers  (e.g.  doubleclick.net, adnxs.comn 2005 to 93% in late 2015. Servers classified as Beacons
quantserve.com): deliver advertisements, serve agl§q widgets are now present in over 80% of popular sites.
and track user activity across first-party sites. Third-party servers classified in the Social category did no

2) Analytics (e.g. google-analytics.com, omtrdc.netexist in 2005, but were present on 58% of popular sites by the
imrworldwide.com): provide data aggregation fokng of 2015.

first-party sites.

3) Beacons (e.g. googlesyndication.com, V. AD BLOCKERS ANDFILTER LISTS
scorecardresearch.com): do not directly serve ads,Clearly third parties have grown to have a significant
but track and aggregate user activity across sites.  presence on popular websites. The content served by, and the

4) Social (e.g. facebook.com, twitter.com): are icons/link$unctionality of, these third parties has become enough of a

to connect user activity with social media sites. concern, whether because of privacy or annoyance consider-
5) Widgets (e.g. google.com, googleapis.com): providations, that users are employing tools to prevent thirdypar
page functionality. content from being requested while browsing. A common type

6) Other (e.g. cloudfront.net, amazonaws.com, trust@f tool for such prevention is an ad blocker extension for a
com): provide other third-party services. Web browser.



A. Filter Lists 4) Disconnect[10] employs its own Tracking Protection
Each ad blocker is driven by a filter list, which is a set of _ List, which cannot be changed by a user.

syntactic matching rules to block (or allow) the retrievalao ) Ghostery [12] does not block any requests by default.

URL by a browser. Ad blockers either embed a filter list as It has its own filter list, which can be deployed in its

part of their implementation (e.g. Disconnect [10]) or allo entirety or blocking rules for different types of third
users to load one or more public filter lists into the tool (e.g parties can be user selected. o
Adblock Plus [3]). 6) uBlock [27] by default employs its own blocking lists

Figure 2 shows the percentage of third-party domains with s Well as EasyList, Peter Lowe’s List, EasyPrivacy and
at least a 5% presence that are either blocked, allowed @ hav @ Malware Domain List. It also provides other lists that
no action taken by a sampling of available filter lists. Se& [2 can be selected. It evolved from uBlock Origin, which
for actions taken by additional filter lists. The figure shows  Yielded similar results in testing. We report only results
that the hpHosts [13] list blocks 91% of these domains with  from uBlock.
the Ghostery list blocking 78%. The EasyList list, whichhiet  Table | shows the relative popularity of these ad block
default for the Adblock Plus tool, blocks 58% of domains, bugxtensions by the combined users of the Chrome and Mozilla
explicitly allows 11% of them. The Acceptable Ads list, alsd-irefox browsers. These results, compiled from usage nusnbe
an Adblock Plus default, explicitly allows 26% of domains. for each extension reported by Chrome [9] and Firefox [11],

B Alowed show that Adblock Plus is the predominant ad blocking tool

W Blocked - B currently in use with roughly 85% of users. Prior work [23]
H D done in Germany based on network traces from a large Euro-
pean ISP found that 22% of the most active users employ the
= Adblock Plus browser extension. Combining these respectiv
results suggests approximately 25% of users are employing
an ad blocking browser extension. This number is consistent
with a 2015 report by PageFair [22] on ad blocking, which
reported ad blocking software usage at 24.7% in Germany. It

indicated 16% of the U.S. online population blocked ads.
TABLE |
COMBINED USERS(MILLIONS) OF CHROME AND MOZILLA FIREFOXAD

% of Third-Party Domains with >5% Presence

o, o Ry Ry R BLOCKER TOOL EXTENSIONS
/7,0%810/}0 St 6 ’Sc%@as& /§a%p,_e(@f . a”bq,,a%o ﬁal%:/e@e ey,
Y g Tt gy Moy A So 67\0‘7/;;'(77’6%%/@ 4 Extensi # U M Sh

05, %4, sy e g,y daleil sers M) Ll
S g, & L Loy S ey Adblock Plus 75.4 85.2%

ey, REE VA Adguard 2.0 2.2%

o7, t

Blur 0.5 0.6%

Fig. 2. Ad Blocker Filter List Actions on Third-Party Domairwith >5% Disconnect 12 1.4%
Ghoste 3.9 4.4%

Presence uBIockrz uBlock Origin 5.5 6.20/
. . (1)

B. Ad Blockers for Study and Their Default Configurations

Figure 2 provides limited insight into how extensive the
block or allow actions are on the most widely employed third
parties. However, it does not provide specific actions on theGiven that ad blockers are being used in significant num-
types of third parties nor does it show the effectivenessdof &ers, the question is what do these ad blockers do and are
blockers deploying these filter lists to prevent differemues of they effective at doing it. Our measure of effectiveness is
third parties from being contacted while downloading p@pulto determine if a request is sent to at least one third-party
websites. server of different types when popular first-party websaes

For measuring the effectiveness of current ad blockingstoaktrieved by a browser, which is the metric used in results
we identify six ad block browser extensions for a detaileshown in Figure 1.
performance study. Each of these extensions is available fo
variety of browsers. The six ad blocking tools and their défa A- Methodology

V1. EFFECTIVENESS OFAD BLOCKERS ONPOPULAR
WEBSITES

configurations are: Our approach for studying this effectiveness was to first
1) Adblock Plus [3] employs the EasyList and Acceptablere-run our tests in May 2016 using the same set of popular
Ads filter lists by default. websites as determined in 2015. These tests were initially

2) Adguard [5] by default employs an English filter list run with the Firefox browser configured with no ad blocking
based on the EasyList filter and a Useful Ads list.  software. The results provide a baseline for the impact of ad
3) Blur [1] provides its own tracker blocking amongst otheblockers on the presence of third parties during the dowhloa
privacy features. The free version of the tool was testedf popular first-party Web pages.
but the paid premium version does not appear to provideAs expected, the May 2016 presence results for each cat-
any additional tracking protection features. egory of third-party domains is similar to what is shown for



December 2015 in Figure 1. We also used these results tdVhile not shown in the figure, the results for Adguard
update the category membership to include additional thirdre interesting in that during initial testing, its effeethess

party domains with at least a 1% presence amongst this segults were comparable to those for uBlock, but it gendrate
of popular pages using the same procedure as done for aurequest to its own server sb.adtidy.com for 95% of the

original classification. first-party pages, presumably to collect statistics. Ha@veon
subsequent testing the tool's default performance chaitged
B. Default Ad Blocker Configurations have effectiveness comparable to Adblock Plus with reguest

to its own server no longer present. We do not know why

The six browser extensions described in Section V-B wefg. : . :
. ' . is change in default behavior occurred, but Figure 3 reflec
then tested using default configurations for each browser. ;

ese latter testing results.

each case, the current version of the extension was irgtalle
and employed with current versions of the filter lists. F®I8r ¢ adblock Plus Configurations
shows the first-party presence results when retrievals pfipo
lar Web pages are made. The first result is a baseline when A .
ad blocker is installed with subsequent results shown fohea’&]dblozkAPﬁS’ V\I'_h'Ch rlwncludes t?e_ E?SyL'.St. anld_ Acceptable
ad blocker with its default configuration employed. thsterA S (AA) filter lists, have a relatively minimal impact on

does not block any requests by default so its behavior mimi?dl"(:im‘;]1 th_e ex(tjent_of dor‘gains inhea;:h hthird-party ct;zly\tegc(;ry
the no-ad-blocking results. Iiven the introduction and growth of the Acceptable Ads

_ program as documented in [29], an obvious question is the
B None (Baseling, Ghostery Defaul) impact of this program on the effectiveness results. Figure

esults in Figure 3 show that the default configuration for

O Adguard........ [2-2630] shows results from different filter list combinations emyzd
E Eligslggﬂnect.... géigg%]] with Adblock Plus. Baseline and default settings results ar
100 ‘ B ‘ : replicated from Figure 3 for comparison.
QO - ] H None (Baselined
O EasyList+AA (Default)...... [3—21%%]
8o MBIl O EasyList 3—23@)]
W EasyPrivacy 40-75%]

70} -
60|
50| -
401 -
30} -
20} -
10}

O EasyList+EasyPrivacy........ [43-989
T 100 T T T

QO - rev e
I R S—S—S—S—SSY—S—S_|N__EFPM
o &8
eo-- R % @7
so-- BB BRI B
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First—Party Server Extent (%)

First—Party Server Extent (%)

AdTrackersAnalytics Beacons Social Widgets :gf """""""""""""" |
Category 20l - N I N -
Fig. 3. Third-Party Category Presence Employing Default Bhbcker 10L-- N N e - ]

Configuration [Per-Category Reduction Relative to Bagelim Key]

The results in Figure 3 show that all ad blockers have a 0 AdTrackersAnalytics Beacons  Social
relatively minor effect on domains in the Widgets category. Category
The range of percentage reductions for the four remainimg. 4. Third-Party Category Presence Employing Variousblack Plus
categories, relative to the baseline for the category, @vsh Configurations [Per-Category Reduction Relative to Basein Key]
as part of each label as an aid in comparing results. The “EasyList” results (with Acceptable Ads turned off)

A striking result in the figure is that Adblock Plus, within the figure show little difference when compared with the
deployed default filter lists of EasyList and Acceptable Adslefault “EasyList + AA’ results indicating that the Accepta
yields a relatively minor reduction (3-21%) in the presencAds filter list have virtually no impact on our measure of
of third parties during the retrieval of popular Web pagesffectiveness when combined with EasyList. The deployment
across the set of categories. Adguard, with its defaultdhase of EasyList yields a relatively small reduction of thirdrpa
EasyList and allowing Useful Ads, provides similar resulis presence relative to the baseline whether or not the Acbépta
the other extreme, uBlock significantly reduces the presefc Ads list is deployed in conjunction.
different categories of third-parties. For example, itulesin a The results indicate that the default Adblock Plus filtetslis
7% presence (91% reduction) of AdTrackers with the preseneey block “annoying” ads, but provide minimal protection
of domains in the Beacons category dropping to around 2%th or without Acceptable Ads against third-party tracker
(98% reduction) of popular first-party Web servers. Betwedbocumentation does indicate that Adblock Plus can “disable
these two extremes are the results for Blur and Disconnertpst tracking” [4] by employing the EasyPrivacy “privacy
which modestly reduce the presence of third-party domainsprotection” filter list. Results for its deployment with n¢her
these four categories from 22-62% and 54-78%. lists are shown in Figure 4. The presence results are imgrove

Widgets



relative to default settings for all categories, but these i None (Baseline, Ghostery Default

. . . Ghostery Ad+Analytics+Social [73-94%
still a 45% presence (46% relative reduction) of AdTrackers gﬂostery Essential only............ 78-96%)]
domains. 0

The final two sets of results in the figure show the deploy-
ment of both the EasyList and EasyPrivacy lists along witth an
without the Acceptable Ads list. The results show a sigrtiﬁcag
reduction (96-98%) of domains in the Beacons category to
only a few percent presence, but with Acceptable Ads the
presence of AdTrackers domains is still 35% (58% reductio
Only when both lists are deployed and the Acceptable Aw
setting turned off are the results for Adblock Plus compkrab”
to the best non-Social results for other ad blockers. The§e
results are particularly notable, in that [23] estimatesnast &
20% of users deactivate the Acceptable Ads list and mote
than 85% of Adblock Plus installations employ EasyList, but
not EasyPrivacy. Thus at most 15% of Adblock Plus users 0 AdTrackersAnalytics Beacons Social Widgets
are receiving privacy protection comparable to the best ad Category
blocking tools. These results also_ suggest appromm_aﬁ% 8 Fig. 5. Third-Party Category Presence Employing Variousos#éry and
of Adblock Plus users are employing the default configurgtiouBlock Configurations [Per-Category Reduction Relativ#seline in Key]
which is consistent with research showing that most users do

not change default software settings [8], [25]. reducing the presence of third parties by 81-99% across non-
Widgets categories.
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D. Other Ad Blocker Configurations

Blur and Disconnect employ filter lists that cannot bg' Why Do Blockers Fail?
changed by a user, and so other lists were not tested for thesAnother obvious, and yet disappointing, result is that none
tools. By default the Adguard extension also employs a Usefof the ad blocker configurations provide perfect protecfiam
Ads list, which “has nothing to do with” the Adblock Plusany of the categories. In the best cases, results for a agtego
Acceptable Ads list [6]. We tested the Adguard extensiomwitare reduced to a presence of few percent, but not zero. These
the Useful Ads not deployed and found there is no discernibiesults lead to the obvious question of why not.
difference from the default Adguard results shown in Figdire  Investigation of the results yields three reasons for whgnev
We did not test other available filter lists for Adguard. the best blockers do not block all domains within a category.

Ghostery allows third parties to be blocked based on cafEhe first reason is that we determine the “root” domain for a
gories it defines. The current version of the Firefox Ghagsteserver as defined in [17] where the domain providing content
extension (version 6.2.0) identifies eight categoriesadkers, of a server may not match the syntactic domain due to a
which is an increase from the five categories in previol3NS CNAME alias. For example, the server Is.webmd.com
versions such as version 5.4.11 currently available foo@t&. is not matched by a filter list rule, but it is actually an alias
Figure 5 shows testing results for three Ghostery configurar oasc18033.247realmedia.com where 247realmedia.som i
tions along with baseline results replicated from Figur@i3e classified as an AdTrackers domain.
first configuration blocks the Ghostery Advertising (whighta The second reason the results do not go to zero for a
pears to be a combination of the former Advertising and Beeategory is that we observe the tools are “leaky” in that desp
cons categories), Site Analytics and Social Media categoribeing supposedly blocked by a rule some requests are still
The second blocks all categories except for the Ghostanade by the Firefox browser. These leaked requests are less
Essential category, which are “technologies that areceditioc than one percent for a particular domain, but contribute to
the functionality of a website.” The third configuration bks the results for a category to not go to zero. We investigated
all categories. This final Ghostery configuration resultsain this phenomenon thinking it might have to do with our
90-99% reduction in the presence of third parties in the fommeasurement platform where we both were blocking ads with
non-Widgets categories. an extension and recording requests and replies with aéliffe

Figure 5 also shows results for additional uBlock listextension. However, we ran a separate test using a proxy to
present in Figure 2. Results for the hphosts list are gelyeralecord results and still observed the same small number of
a bit worse than the default for all categories except for ttibese leaked requests from the browser. We did observe such
Beacons category where results are much worse. Results léskage for all extensions so this result may be due to the
the Fanboy lists show that these lists prevent little presasf Firefox extension mechanism.
third parties. We also tested a configuration when all alsdla  The third reason that not all third-party domains are blacke
filter lists are selected in uBlock. The results show thas this simply because tool filter lists do not block the same
configuration is the most effective uBlock configuration alomains. These unblocked domains may not be considered



appropriate to block or are unknowingly not included by appearance and functionality. Do most Adblock Plus users

tool in its employed list.

F. Composite Ad Blocker

employ the default “avoid annoying and allow acceptable
ads” configuration because that is what they prefer or simply
because that is the default? Finally, there is a clear need

Our final piece of our analysis is to combine the effectivqp extend this work to mobile platforms and understand the
ness results of various ad blockers along with the usage datfectiveness of ad blocking tools in that domain.

in Table | and data from [23] on Adblock Plus configuration
usage to estimate the effectiveness of the “composite” ag
blocker currently in use. The performance of this compaaite [2]
blocker is shown in Figure 6 along with default tool behavior
from Figure 3 for comparison. The composite ad blockef,
results show the heavy influence of the default Adblock Plug]
configuration (estimated to be used by roughly two-thirds of¢!
all ad block tool users) with only a modest range reductio
from 13-34% across categories relative to not employing any
ad blocker.

m None (Baseline, Ghostery Default)

O AdBlock.Plus [3-21% [9]
O Adguard........ 2-26%

W Blur............... -62% [10]
H Disconnect.... [54-78% 1
O uBlock........... -98% [11]
m Composite..... 13-34%

’\3 100 T T T T Eig}
= 0P g [14]
o 8O--@- Wl g M T e ]
x
w 70-g ey [15]
S R (1 B B I 1
gso-0 AR RN 1
z 400 1wl
T 30} -- o
o
| 17
% 20[ 4 7l
T 101 1

[18]
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Fig. 6. Composite Ad Blocker Results for Third-Party Catgg®resence
Compared with Default Ad Blocker Configurations [Per-CatggReduction
Relative to Baseline in Key]

Widgets

[19]

[20]
VIl. SUMMARY AND FUTURE WORK

The results of this work demonstrate that there is mudhtl
variation in the effectiveness of current ad blocking tools
to prevent requests to different types of third-party damsai
Non-configurable tools such as Blur and Disconnect provid&l
only modest blockage of third-party domains in most cate-
gories. The tool uBlock generally demonstrates the bestulef [23]
configuration performance. By default, Ghostery provides n
protection while Adblock Plus and Adguard provide minim 4
protection. They must be manually configured to obtain ef-
fective protection. The current “composite” ad blockekitg  [25]
into account the market share of each ad blocker, providlys on
a modest reduction in requests to third parties acrossrdiffe [26]
categories. 7]

There are a number of directions for future work. Th%zg]
defined set of categories or the classification of specific
domains could be further explored. Other measures of &4l
blocker effectiveness could also be evaluated such as the
avoidance of “annoying” ads or negative impact on page
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